
CRYPTOGRAPHY The new theatre



WHY WE NEED CRYPTOGRAPHY
Cryptography enables the establishment of trust within an open 
communications medium.
 To exchange confidential information through a shared channel.

 To authenticate

 To bargain or barter

 To negotiate

 To ensure privacy



WHY WE NEED IT

Secrecy in military operations, technology and capability
 Metadata needs to be protected too.

Secrecy in diplomacy
 Similarly metadata.

Secrecy in barter: (e.g. NAFTA negotiations)  
 don’t disclose your “batna” (Best alternative to a negotiated agreement), 

 essentially the point at which you will walk away from the deal.

Protection of trade secrets and intellectual property

Privileged communications, e.g. lawyers and clients

Medical information (privacy)
 Required to be held in confidence for 120 years after birth of patient.



WHY WE NEED IT MORE THAN EVER

Privacy:
 Network based intrusion enables us to be tracked and followed. 

 Our emails are being read to focus advertising on our interests.
 Today’s technology links people with the same IP address.

 Embarrassment has been caused by targeted advertising to partners, based on search by 
one and targeted advertising to the other.

 Yesterday information overload protected us.  No longer.

 “I’ve got nothing to hide”.  Remember 1952 and the McCarthy witch hunts

Shared medium transactions.
 Protection from theft.

 Identity theft

Impersonation of a trusted party remains one of the major threats to 
society.

Metadata privacy
 Metadata regarding medical activity has caused problems.



…AND WHY IT IS HARDER THEN EVER.

Massive computing power is cheap and readily available.

Much cryptography can be cracked with a lot of power.

Power can be remote or shared.

The dark web makes tools and data readily available.



HISTORY
Over the years symmetric key cryptography has been used 
with the key being communicated by a trusted party.
 Julius Ceasar used it to communicate with his commanding officers.  It was 

broken

 Mary Queen of Scots used it to communicate with follow conspirators.  It 
was discovered and broken. It cost her her head.

 The Zimmerman telegram, between Germany and Mexico, planning to join 
together for an attack on the United States. during WWI was broken by 
the British and communicated to the US.

 Enigma, Fish and Tunny, German WWII cyphers, were all broken by the 
British.

 It has an estimated 150,000,000,000 keys, but was broken.

 Hubris, human fallibility, technology and intellect led to its being broken.

 William Tutte, who created the cryptography department at Waterloo was considered the key 
contributor to breaking it.

 Waterloo went on to lead the world in crypto technology  

 Sweden intercepted German communications detailing the attack on 
Russia.

 Traffic warning of Battle of Midway was intercepted and decoded. 

Human  ingenuity has defeated technology.



REQUIREMENTS OF A CHANNEL

Easy to encrypt

Hard to break without the key

Easy to read with the key

Know if it’s been compromised

Guarantees authentication of the 
sender

Protection from “man in the middle” 
attack.



THE TOOLS WE HAVE

Symmetric Key

Public key

Public Private Key

Hash function



HOW WE DO IT: THE TOOLBOX

Symmetric key, both parties have the same key.  Key has to be shared 
and held securely. 

 Until recently this was the only system known. All subsequent methods need significant 
computer power. 

 A one time pad with a key length at least as long as the message, key used only one, 
is considered the only unbreakable crypto system.

 Widely used during WW1, WWII  and the cold war.

 Hotline between Washington and Moscow was created using a one time pad which 
was hand carried.

 Current standard is AES (Advanced Encryption Standard) with a 128, 192 or 256 bit 
key.

Public Key.

 Developed to enable secret keys to be established over an open channel. Only 
became viable when computing power became decentralized.



HOW WE DO IT: THE TOOLBOX – PART 2

Public private key pair

 One key seals the box, the other opens it.

Hash function

 A hash function is a one way mathematical reduction of a number. It is considered 
mathematically impossible to reverse, i.e. get from the hash back to the number.

 A small change in the input number causes a large change in the hash.

 Blockchain technology, including Bitcoin, depends on hash functions.



HOW WE USE IT – SYMMETRIC KEY

Used to password protect files

Used across VPN links

Used for communicating securely over https, after the link is 
established.

Today’s version of the code book.

Key has to be securely shared.. 



HOW WE USE IT – PUBLIC KEY

Used for establishing a shared secret over an open channel. Too slow 
for continual use, so is used to create a shared symmetric key.

Considered vulnerable.. 



HOW WE USE IT – PUBLIC/PRIVATE KEY 
PAIR

Use it to send confidential information to a secure site, i.e. uploading 
files

 Sensitive information can be encrypted using the public key, which is available from 
the web site of the secure recipient.  Once encrypted only the holder of the private 
key, the intended recipient can open it.

Use it to verify identity of a web site.

 A trusted web site (such as Verisign) publishes a public key, which can be verified.

 If their published public key opens a locked file issued by them, it is certified as 
coming from them

 Hierarchical certificate authorities issue certificate files, which contain trusted 
certificate files from known authorities, such as Verisign, hence confirming the 
authenticity of the issuer.

Considered vulnerable.. 

Compromised certificates a problem



HOW USE IT – HASH FUNCTION

Hash function

A mathematical reduction of a number, including a computer file 
containing text, graphics, video or programs, to a smaller number 
irreversibly.  

 Given the hash it is believed to be computationally impossible to reverse it.

 A hash of the password is stored, not the actual password. The hash will not open the 
file but will enable password checking, which then will.  This way passwords cannot be 
stolen from a web site or computer.

 Hash is a key component of blockchain and bitcoin.



HOW DO WE DO IT: THE TOOLS

Public key exchange

 Enables to parties to establish a key over a public channel.

 It requires a guarantee that the other party is who they say they are, not a “man in the 
middle”

 Requires mathematics that is easy too encrypt but computationally very hard to reverse.

 Most common protocol is Diffie Hellman.  Depends on the fact that number (𝑥𝑎)b = (𝑥𝑏)a .

 x, 𝑥𝑎 𝑥𝑏 is exchanged over an open channel.  a and b are kept secret by each party.

 Eve knows x, 𝑥𝑎, xb, but can only determine ( xb )a after much computation in order to 

determine a or b from 𝑥𝑎 or 𝑥𝑏 from. This is known as the discrete logarithm problem.

 For 40 bit encryption the discrete logarithm problem can be solved using brute force in a 
few days. For 128 bit it is thousands of years.

When someone solves the discrete logarithm problem this will become 

obsolete immediately. 



HOW DO WE DO IT: THE TOOLS 2
RSA – Public private key pair.
 A pair of number is found such that one is used to encrypt a 
message and only the other can be used to decrypt.

 Plaintext is P, encrypted is C

 C = Pe mod(n)

 P = Cd mod(n)

 Depends on the difficulty of factoring n two co-primes with a 
product a number of the required strength of the algorithm, typically 
in excess of 100 digits.

 Used for digital signatures and authentication.

RSA was not granted a patent in Europe because GCHQ showed a prior 
invention which they had not published.

When someone solves the factorization problem this will become obsolete 

immediately. 



HOW DO WE DO IT: THE TOOLS 3

Elliptic curve

 An elliptic curve is a set of numbers mathematically
related by an algorithm.

 To move from one to another is computationally
very easy

 To determine how many steps have been taken,
given only the initial and final, is very hard.  

 Used as an alternative to Diffie Hellman/El-Gamal..

 ECC is computationally less work to encrypt and significantly harder to break.

Much Elliptic Curve technology was developed by Certicom

on research at U Waterloo.. 



HOW DO WE DO IT: THE TOOLS

Public key exchange

 Enables to parties to establish a key over a public channel.

 It requires a guarantee that the other party is who they say they are, not a “man in the 
middle”

 Requires mathematics that is easy too encrypt but computationally very hard to reverse.

 Most common protocol is Diffie Hellman.  Depends on the fact that number (𝑥𝑎)b = (𝑥𝑏)a .

 x, 𝑥𝑎 𝑥𝑏 is exchanged over an open channel.  a and b are kept secret by each party.

 Eve knows x, 𝑥𝑎, xb, but can only determine ( xb )a after much computation in order to 

determine a or b from 𝑥𝑎 or 𝑥𝑏 from. This is known as the discrete logarithm problem.

 For 40 bit encryption the discrete logarithm problem can be solved using brute force in a 
few days. For 128 bit it is thousands of years.

When someone solves the discrete logarithm problem this will become 

obsolete immediately. 



HOW DO WE DO IT: THE TOOLS 4
AES (Advance Encryption Standard) replaced DES (Digital encryption 
Standard). AES is computationally very fast to encrypt and decrypt, if 
you have the key.

It is a block cipher.  It takes a block of information and uses a combination 
of transposition, rotation and substitution to encrypt.

AES is a symmetric key system.  The same key is sued to encrypt and 
decrypt.  It is believe to be secure and  is computationally fast.

The drawback is that the key has to be communicated securely.  Until 
relatively recently shared key was the only known method.
 DES was in widespread use.  It was used to encrypt a PIN entered in an ATM machine and 

being sent to the bank for authorization, for example.

 DES was limited to a 56 bit key and is considered vulnerable today.

AES today at a security level of 128 192 or 256 bit key.   The algorithm 
is known as Rijndael (pronounced “rhinedale”, it is Belgian). There is no 
yet published break of AES.



BLOCKCHAINS AND BITCOIN

Bitcoin is a particular use of a blockchain. Bitcoins are created when 
“miners” create a particular hash, given a subset of input parameters.  
The resultant hash is then shared with other bitcoin owners whose 
algorithm confirms it and acknowledges it as a genuinely mined 
bitcoin. By acknowledging and adding it to the linked hash chain or 
“ledger”, it becomes a tradeable Bitcoin.

Each Bitcoin has a published public key and a private key.  Lose the 
private key and you have lost your Bitcoin!

When public/private key or hash functions are broken Bitcoin will become 

worthless.

Be warned!



QUANTUM KEY DISTRIBUTION

A method of communicating very securely which, given today’s 
limitations, guarantees protection against a man in the middle attack.

It does not depend on any quantum magic, or even stuff like 
“Heisenberg’s uncertainty principle”.

It depends on the simple fact that, in order to measure the 
polarization of a photon it must be destroyed.  It cannot be 
“observed” as it whizzes by, though some popular science books will 
tell you it can.  Light can only be detected by absorbing energy from 
it and in so doing the polarization is destroyed.

If a photon is polarized along its vertical/horizontal axes, a 
measurement along its diagonal axes yields an indeterminate result.





QUANTUM KEY DISTRIBUTION - USE

The primary algorithm is BB84, (Bennett and Brassard* 1984).

Photons are exchanged, as described. If a man in the middle attack 
has occurred, the reproduced photons will be wrong 50% of the time.  
This sill show using error correction codes, which will enable incorrect 
codes to be eliminated while indicating an attack has taken place.

The technology is still at the university lab stage with no significant 
real world implementations.

*Brassard was at University of Montreal



QUANTUM COMPUTING

Qubit computing can be done but offers no advantage over classical 
computing.

Massively parallel computing, which is the popular promise of 
quantum computing, depends on the idea that due to superposition, 
particles are in an indeterminate state until observed.

 This idea, though widely held has been ridiculed by albert Einstein and many others.

 It leads to strange phenomena such as Schrodinger's cat and spooky action at a 
distance

 Superposition is real, exists in the non-quantum world, but cannot be used for 
computing.

 Wave theory gets rid of these anomalies but eliminates massively parallel quantum 
computing.



WEAKNESSES AND VULNERABILITIES
RANDOM NUMBER GENERATORS

Most crypto depends on an unpredictable random number, sometimes 
very large and with certain characteristics, e.g. prime or relatively 
prime.

Computers usually use a Pseudo Random Number Generator (PRNG).  
Most have predictability weaknesses.  PRNGs are fine for some 
applications such as Monte Carlo modelling.  However, when the 
object is defending against an adversary they are vulnerable

One time pads were traditionally created using a type of roulette 
wheel or similar, because humans are incapable of creating random 
number sequences.

Hardware Random Number Generators are used for cryptography 
and Gambling Machines.



WEAKNESSES AND ATTACKS

Cracked due to human ingenuity and hubris regarding their perceived 
strength.

William Tutte*, is credited with cracking Tunny.  Identifying that they 
had received two occurrences of the same message, but one with some 
double different spacing between words.  This enabled the system to 
be broken.

*William Tutte subsequently created the Department of Combinatorics and 

Optimization at Waterloo.



THREATS AND ATTACKS

Human ingenuity in breaking crypto codes has proved far more 
effective than anticipated by the creators of the crypto code.

Julius Caesar used a simple substitution alphabet, which was easily 
broken

Mary Queen of Scots used a similar system, which cost her her head.

Enigma, Tunny and Fish, German WWII systems were all broken by 
the British( and a Swedish mathematician).

The RSA challenge



RSA CHALLENGE
RSA established the challenge in 1991.  They believed it 

would take several quadrillion years to crack using 

brute force and current computer speed.

The 100 digit was cracked in in a few days using a 

newly discovered efficient mathematical technique for 

identifying primes known as a number sieve.  Today it 

can be done in a few hours.

The 129 digit challenge published in Scientific American 

took a few months using distributed computers.  More 

recently (2015) it was shown to be able to be factored 

in about a day.

240 digits and above have not yet been factored.

In 2015 it was shown that it could be cracked in a day 

using online processing.

The answer incidentally is:



THE MAGIC WORDS ARE SQUEAMISH 
OSSIFRAGE

In 2015, the same RSA-129 number was factored in about one day, with the 
CADO-NFS open source implementation of number field sieve, using a commercial 
cloud computing service for about $30

plaintext.

Ron Rivest estimated in 1977 that factoring a 125-digit semiprime would require 
40 quadrillion years, using the best algorithm known and the fastest computers of 
the day.[6] In their original paper they recommended using 200-digit (663 bit) 
primes to provide a margin of safety against future developments,[7] though it 
may have only delayed the solution as a 200-digit semiprime was factored in 
2005.[8][9] But efficient factoring algorithms had not been studied much at the time, 
and a lot of progress was made in the following decades. Atkins et al. used the 
quadratic sieve algorithm invented by Carl Pomerance in 1981. While the 
asymptotically faster number field sieve had just been invented, it was not clear at 
the time that it would be better than the quadratic sieve for 129-digit numbers. 
The memory requirements of the newer algorithm were also a concern.[10]

There was a US$100 prize associated with the challenge, which the winners 
donated to the Free Software Foundation.

https://en.wikipedia.org/wiki/Ron_Rivest
https://en.wikipedia.org/wiki/1000000000000000_(number)
https://en.wikipedia.org/wiki/Algorithm
https://en.wikipedia.org/wiki/The_Magic_Words_are_Squeamish_Ossifrage#cite_note-6
https://en.wikipedia.org/wiki/The_Magic_Words_are_Squeamish_Ossifrage#cite_note-7
https://en.wikipedia.org/wiki/The_Magic_Words_are_Squeamish_Ossifrage#cite_note-announce-8
https://en.wikipedia.org/wiki/The_Magic_Words_are_Squeamish_Ossifrage#cite_note-9
https://en.wikipedia.org/wiki/Quadratic_sieve
https://en.wikipedia.org/wiki/Carl_Pomerance
https://en.wikipedia.org/wiki/Number_field_sieve
https://en.wikipedia.org/wiki/The_Magic_Words_are_Squeamish_Ossifrage#cite_note-10
https://en.wikipedia.org/wiki/Free_Software_Foundation


SHARED KEY

Public key is computer intensive and therefore slow.  It is used to 
establish a secret key, which is then shared using shared key 
cryptography.  Primarily Advance Encryption Standard, AES today at 
a security level of 128 192 or 256 bit key.   The algorithm is known 
as Rijndael (pronounced “rhinedale”, it is Belgian). Tehre is no yet 
published break of AES.

The U.S. fried to introduce “Clipper “ as the standard.  Clipper had a 
back door so that government agencies could read the information.  
The industry summarily dismissed it out of hand.



GOVERNMENTS AND CRYPTOGRAPHY

Governments are striving to keep secure cryptography out of the 
hands of us.

They fought PGP “Pretty good privacy” an early public domain 
implementation of some of these tools.

 Phil Zimmerman, inventor of PGP was charged with exporting munitions technology 
without a license. Case subsequently dropped

 PGP is now available commercially from Symantec.  It is also available as peer 
reviewable open source.

They tried to force Skipjack/Clipper on us.

They infiltrated Crypto AG

Are we entitled to keep secrets from our governments?



CLIPPER/CAPSTONE/SKIPJACK

Clipper is a voice encryption standard, Capstone data.  Both based 
on the Skipjack algorithm.  Skipjack is designed with a “back door” 
enabling governments to read encrypted communications.  Skipjack 
was created by the NSA and is classified.

 It was summarily rejected by the industry and by privacy advocates.

The U.S. is paranoid about cryptography being in the hands of others.



CRYPTO AG

• Crypto AG is a Swiss company that sells 
cryptographic equipment for use in banks and 
embassies world wide.

• Under pressure from and with the aid of the NSA 
their products are downgraded by means of 
compromised user manuals, and it is suspected, clues 
to the keys being incorporated in the messages.



THE FUTURE
Quantum encryption will continue to elude us.

Massively parallel hardware multipliers will be developed, possibly 
already have been.

 Multiplier chips are a couple of dollars. Each one far exceeds a general purpose 
computer in ability.

Rainbow tables and similar will get far bigger and more 
sophisticated, making hash functions useless.

 Password schemes using hashes will become compromised.

Good biometrics will evolve but continue to be compromised.

Governments and corporations will become ever more intrusive.

A subculture “off the grid” will evolve.  Think “Mad Max” or whatever.
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